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DETAILED ACTION 
Response to Amendment 

1. This action is in response to the amendment filed 11/20/06. Claims 
24, 29, 34 and 38 have been amended; claims 27, 32, 37 and 42 have been 
canceled. 

Response to Arguments 

2. Applicant's arguments filed 11/20/06 have been fully considered but 
they are not persuasive. Applicant argues that one of ordinary skill in the 
art would not have been motivated to apply the teachings of Yoshida 
(5,928,372) to Anand (6,370,599) to produce the claimed invention because 
the teachings of Yoshida are limited to verifying data transferred between a 
data processor and an external recording unit (e.g., a disk drive using an 
ATA interface) and nothing in Yoshida suggest the desirability of using these 
data verification techniques to verify security association (SA) transferred 
between a data processor and a network adapter card (NIC) (page 7, last 
paragraph). Yoshida teaches a method for verifying data transferred 
between a data processor and a hard drive, which is a peripheral device, to 
prevent data transfer errors (col. 1, line 60 - col. 2, line 20; figures 20-21). 
Although Yoshida does not suggest verifying data (i.e., SA) transferred 
between a data processor and a network adapter card, one of ordinary skill 
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in any computer field that deals with data transfer between a data processor 
and a peripheral device would recognize from Yoshida reference that data 
transfer errors do happen when data is transferred between a processor and 
a peripheral device and that there is a need for data verification between 
those two components to protect the integrity of transferred data. Such 
teaching is general in principle and could be applied to any type of peripheral 
device and not just a hard disk drive. Therefore, it would have been obvious 
to apply the teachings of Yoshida to Anand. 

Applicant argues that if the data verification techniques of Yoshida 
were applied to the system of Anand and all data transferred to the NIC was 
verified in the manner disclosed by Yoshida, the efficiency, speed and/or 
throughput of system of Anand would likely be decreased significantly; and 
because of that, the combination would not have been obvious (page 8, first 
full paragraph). First, cryptographic operations involving data 
encryption/decryption are expensive in terms of computational cost. Thus, 
by offloading those operations to a NIC, Anand's invention would greatly 
increase the overall computing efficiency of a computer system. In the other 
hand, Yoshida's data verification method involves only simple operations 
(i.e., calculating a checksum value and comparing two checksum values), 
which requires little computing resource. Therefore, the impact of 
implementing Yoshida data verification method on the efficiency and/or 
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throughput of Anand system would be minimal. Secondly, while the 
speed/throughput of a system is important, the correctness of the system's 
output/result is equally, if not even more, important. For security systems 
that handle sensitive data such as those in finance, banking, e-commerce, 
etc., correctness is something that would not be compromised by speed. 

Claim Rejections - 35 USC §103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis 
for all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

4. Claims 24-26, 28-31, 33-36, 38-41 and 43 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Anand et al (6,370,599) in view of 
Yoshida (5,928,372). 

Regarding claim 39, which are representative of claims 24, 29 and 34, 
Anand discloses a system comprising: a network adapter being capable of 
being coupled to an information handling apparatus (IHA) via a bus (fig. 1, 
elements 53, 21-23), said network adapter comprising an integrated circuit 
capable of receiving a security association (SA) generated by said IHA (col. 
8, lines 21-35; figures 3-4 and corresponding text). Anand also discloses 
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that the network adapter receives the security association associated with a 
data packet to be encrypted (outgoing packet) or to be decrypted (incoming 
packet), encrypts or decrypts the data packet accordingly (col. 3, lines 47- 
60; col. 7, lines 55-64; col. 11, lines 1-6 and 24-44; col. 12, lines 15-19). 
Anand further discloses that the computer system including the network 
interface connects to a network infrastructure device (col. 6, line 65 - col. 7, 
line 6). Anand teaches transferring data from the IHA (i.e., the CPU) to the 
network adapter; however Anand does not teach verification of data 
transferred between the CPU and the network adapter, which is a peripheral 
device, and indicating the integrity of the received SA to the IHA. Yoshida 
teaches data verification in a data transfer system in which a host processor 
transfers data and a first integrity indicator generated by the host processor 
to a peripheral device (i.e., the hard disk unit) and the peripheral device 
generates a second integrity indicator, verifies that the received data is 
similar to the data sent by the host processor by comparing said first 
integrity indicator to said second integrity indicator, and indicating the 
integrity of the received data to the host processor (col. 1, line 60 - col. 2, 
line 20; figures 20-21 and corresponding text). Anand and Yoshida are 
analogous art because they are from a similar problem solving area, which is 
transferring data from a host processor to a peripheral device. It would 
have been obvious to one of ordinary skill in the art at the time the invention 
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was made to incorporate the Yoshida's teaching of data verification into the 
Anand system in order to insure the correctness of the reception data (col. 
9, lines 47-54). Accordingly, the IHA generates and sends a first integrity 
indicator to the integrated circuit, the integrated circuit receives the first 
integrity indicator, generates a second integrity indicator based on said SA, 
verifies that said SA received by said integrated circuit is substantially 
similar to the SA generated by said IHA by comparing said first integrity 
indicator to said second integrity. 

Anand does not explicitly disclose that the network adapter comprises 
an encoder (data encryption component) and a decoder (data decryption 
component); however, these components are inherent to Anand network 
adapter as lines 47-60 of column 3, lines 55-64 of column 7, and lines 24-44 
of column 11 show that Anand network adapter encrypts outgoing data and 
decrypts incoming data using the received SA. 

Regarding claims 25-26, 30-31, 35-36 and 40-41, Yoshida further 
discloses that the data checking integrity method used to generate the first 
and second integrity indicators is a cyclical redundancy checking 
computation method, a checksum computation method or a parity checking 
method (col. 10, lines 55-67). 

Regarding claims 28, 33, 38 and 43, Yoshida does not explicitly 
disclose setting an integrity error indicator bit in a memory of the host 
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processor. However, this feature is deemed to be inherent to the Yoshida 
method as element 24 of figure 21 shows that the peripheral device provides 
the comparison result signal to the host processor. The Yoshida method 
would be inoperative if there were no register/memory on the host processor 
to store the comparison result signal. 

Conclusion 

5. THIS ACTION IS MADE FINAL. Applicant is reminded of the 
extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to 
expire THREE MONTHS from the mailing date of this action. In the event a 
first reply is filed within TWO MONTHS of the mailing date of this final action 
and the advisory action is not mailed until after the end of the THREE- 
MONTH shortened statutory period, then the shortened statutory period will 
expire on the date the advisory action is mailed, and any extension fee 
pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the 
advisory action. In no event, however, will the statutory period for reply 
expire later than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Minh Dinh whose telephone number 
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is 571-272-3802. The examiner can normally be reached on Mon-Fri: 
10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gilberto Barron can be reached on 571-272-3799. 
The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained 
from the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either Private 
PAIR or Public PAIR. Status information for unpublished applications is 
available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic Business Center 
(EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272- 
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